Managed Services
- Active Security

Operating your infrastructure in compliance with the
security policy, monitoring the situation security, being
able to check the efficiency of security measures, getting
reliable data for a security audit and decision making —

all this and much more is included in ANECT's “Active
Security” services.
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Managed Services
— Active Security

Managed Services maximize the profit from your investments in security
technologies and help you fine tune your information security management

process.

A brief summary
of the service key
features

ANECT's “Active Security
Services” were developed to
provide maximum possible
mitigation of the consequences
of attacks by hackers and
malicious codes on your ICT
infrastructure. The number one
priority is to provide adequate
responses to the attacks and
make sure these are provided
quickly, with extreme accuracy
and to all the affected features
without any unnecessary delay.
In other words, this product aims
to minimize your business losses
caused by attacks of malicious
users and hackers.

We will meet your business
needs by implementing efficient

tools and services for monitoring,

assessment and management of
your security technology events.
These tools and services will run
non-stop and provide you with all
the data that you might need for

new Security events assessment.

In emergency situations you can
always rely on the expertise of
our security specialists, and —
together with them —you can
always find an effective solution
that will mitigate the attack
consequences.

The key components
of the product

System processing the security
logs from heterogeneous
security systems (e.g. MARS)

HW/applications (the technology
can be either client’s property or it
can be provided together with the
service)

Incident dashboard

m A comprehensive security
overview

m Overviews of prioritized security
incidents

m A topological graph of client’s
company security features

Reporting

m A reporting tool providing
reports required by the client
m Report planning

m Over 150 pre-defined reports

Security rules segment

m Over 100 default inspection rules
m Rules for false-positives
identification

m Day-zero identification

Graphic tool showing mitigation of
the attack consequences

m Mitigation monitoring

m Recommendation for mitigation
m A tool for a new simulation of the
incident

a) The attack vector

b) A graph of the attack

¢) A thorough analysis of the attack
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Our Team of Security Specialists

Installs the system and takes care
of the SW upgrades

Makes changes in the
configuration

Guarantees 24/7 operation of the
technological part of the product

Renders Active Security Services
—the level and extent are specified
in the contract

Provides necessary output data (if
required), such as:

m Advanced reporting that explains
the current security situation and
the risks related to it

m Suggestions for security systems
optimization and innovation etc.

Service Management Center

m A team of experienced operators
that provides 24/7 remote monitoring
of the Service Management
Center and makes sure this
system runs without problems

m Manages incidents from the
security monitoring system

m Escalates incident solving

m Provides periodic reports on
service availability

Consulting

m Analysis prior to solution
implementation



ANECT a.s. provides innovative solutions built on
an integrated ICT infrastructure. Our Account Managers are ready

to answer any of your questions concerning this particular service
by phone +420 271 100 100 or e-mail: anect@anect.com.
Let’s find a solution to your active security together!

m Consulting services concerning
security issues (mandays)

m Forensic audit — description
and documentation of incidents
and/or security events (used as
material when events are being
investigated)

m Security team coaching

Processes

Processes that support your ICT
services (ITIL recommendation)
a) Incident Management
b) Problem Management
c) Change Management

“Active Security Services”

Active Security Services focus
primarily on the technologies that
are covered by the specialization
of ANECT's experts. Nonetheless,
ANECT a.s. can also provide rating
reports on other technologies

that are currently available in the
market.

In what ways can
the service be
provided?

m The service is delivered as a
complex ready-to-use solution
with 24/7 post-implementation
remote monitoring, administration
and maintenance of the features
that have been delivered or
borrowed

m Providing HW/SW — HW/SW is
either included in the service or
becomes client’s property

m Invoicing monthly —you pay for
the services being provided

\What are the main
benefits for the
client?

m Elimination of financial losses
caused by untreated attacks.
With our Active Security Services
the client will know everything
about the attack and will be able
to apply appropriate and effective
countermeasures to avoid such
events and more possible losses
in future

m Process support of your company
Information Security Management
m Improved and less time-
consuming attack analysis

m Adequate counteraction
proposed quickly and effectively
in collaboration with our security
experts

m Support to a wide range of
technologies

m Having remote access to
individual security features of a
heterogeneous security system
and being able to adjust their
security policies quickly

Why is ANECT a.s.
a suitable provider?

m The company has sufficient
resources to be able to implement
large-scale projects on its own

m ANECT is able to assess and
design complex technical ICT
solutions

m ANECT runs its own ServiceDesk
m Collaborating with you, ANECT
proposes and implements all the
necessary changes of your solution
to help you achieve your business
goals

m ANECT and its specialists have

a number of security certificates:

CISSR CISA, CGEIT, ISO/IEC
27001, ISO/IEC 20000 and BS
25999

m The company is certified ISO/IEC
27001 and ISO/IEC 20000
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O spolecnosti ANECT a.s.

Jsme prednim dodavatelem profesionalnich feseni z oblasti
informacnich a komunikacénich technologii. Od svého
vzniku se orientujeme na komplexni dodavky v oblasti
komunikacénich systému a vystavby pocitacovych siti pro
stfedné velké a velké zékazniky.

Nabizime zkuseny tym profesionall, ktery zhodnoti Vase
investice v ICT, a to formou identifikace a optimalizace
té ¢asti komunikacénich a informacnich technologii, ktera
vyznamné podporuje Vasi podnikatelskou ¢innost Ci vizi
strategického rozvoje.

Prostfednictvim Siroké nabidky portfolia produktd a sluzeb
jsme schopni zarucit vzdy takoveé feseni, které prinasi
uzitek Vam i Vasim zakaznikm. Nase nabidka zahrnuje
produkty a sluzby v oblasti fizeni ICT, auditl a konzultaci,
datovych center, voice-video-messaging, ICT infrastruktury,
fizeni provozu ICT a také v oblasti bezpecnosti a integrace
business procesu.

Vysokou kvalitu realizaéni faze zakaznickych projektt
zajistujeme prostfednictvim ovefenych metodik
projektového tizeni. Konkurenéni vyhodu stavime na
dodavkéach inovativnich feseni postavenych na integrované
ICT infrastrukture.

Zakaznici

Vétime, ze nas podnikatelsky Uspéch je neoddélitelné
spjat s Uspéchy nasich zakaznik. Obsluhujeme zakazniky
v celém regionu stfedni Evropy. Realizujeme sva feseni

u zékaznik( ve vefejném sektoru, sektoru finanénich

a telekomunikacnich sluzeb, u vyznamnych spole¢nosti
sitového odvétvi, vyrobniho pramyslu, médii a sluzeb.

K zékazniktim firmy ANECT a.s. mimo jiné patfi napf.
spole¢nosti:

Ministerstvo kultury CR
Ministerstvo obrany CR
Ministerstvo préace

a socialnich véci CR
Ministerstvo

zemédélstvi CR

Narodna banka Slovenska

Allianz poji§tovna, a.s.

AVG Technologies CZ, s.r.o.
Ceska televize

Ceska sprava socialniho
zabezpedeni

Ceska pojistovna a.s.
Ceska spotitelna, a.s.

CEZ, a.s. Narodni pamatkovy Ustav
DHL Information Services Raiffeisenbank a.s.
(Europe) s.r.o. T-Mobile Slovensko, a.s.

GTS NOVERA s.r.o.
PPF/Home Credit Group
KIA Motors Slovakia s.r.o.
Komeréni banka, a.s.
Kooperativa pojistovna, a.s.
Ministerstvo financi CR

Utad pro zastupovani statu
ve vécech majetkovych
Volksbank CZ, a.s.

a mnoho dal$ich

Spokojenost zdkaznika je pro nds synonymem kvality
odvedené prace. Spokojenost zakaznika systematicky
meérime, vyhodnocujeme a reagujeme na jeho podnéty.

Partneri

Abychom nasim zékaznikm mohli nabidnout kvalitni

a komplexni sluzby, vybirdme si spolehlivé obchodni
partnery. Spole¢nost ANECT a.s. ziskala nejvyssi statuty
certifikaci u nejvétsich svétovych firem.

ANECT je Cisco Gold Partner, Microsoft Gold Partner,
CheckPoint Gold Partner, Symantec Platinum Partner,

Sun Associate Partner, Citrix Silver Partner, CA Value
Added Reseller Premier, AudioCodes Channel Partner,
2Ring Advanced TAS Partner, Hewlett-Packard Preferred
Partner, VMware VIP Enterprise Partner, Trend Micro Affiniti
plus Partner a IBM Advanced Partner.

Mise spolecnosti

Diky sledovani perspektivnich technologii a nosnych trendd,
vysoké odborné kvalifikaci pracovnikll a zkusenostem
ziskanym dlouholetym pdsobenim na trhu dosahujeme
unikatniho propojeni ICT s podnikénim zékaznika. Jsme
schopni porozumét prostredi zédkaznika a integrovat
navrzena resSeni do stavajici riznorodé infrastruktury.
Zakladame si na kvalité nasi prace, a tim ziskdvame dlvéru
nasich zékaznik. Budujeme dlouhodobé vztahy a ndami
dodané feSeni provozné podporujeme a rozvijime.

Na trhu pasobi spole¢nost od roku 1993, v soucasné dobé

maé vic nez 200 zaméstnancl. Své kanceladfe ma v Praze,
Brné, Plzni a Bratislaveé.

Nase vize

~ANECT a.s. je na stredoevropském
trhu preferovanym dodavatelem
inovativnich reseni postavenych

na integrované ICT infrastrukture.
Tato resSeni prispivaji ke zvyseni

konkurenceschopnosti zakazniku,
pricemz jsou urcena predevsim
pro velké organizace, jejichz mira
uspéchu zavisi na zplsobu

a intenzité vyuzivani informacnich
a komunikacnich technologii.”
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